Abstract-A model for quantum BER estimation in polarization encoded quantum key distribution systems is presented. Both TDM and WDM based polarization control schemes are analyzed. It is shown that TDM presents some important advantages when compared with the WDM control scheme. In WDM, the polarization decorrelation between the reference and data signals is an intrinsic and very limitative impairment. This effect has a contribution to quantum BER that increases with the propagation distance, and is highly dependent on the fiber polarization mode dispersion. In the TDM control scheme, the polarization decorrelation is less critical and other issues, like the single photon detector and feedback polarization control system performance tend to dominate. We show that for long distances the fiber losses represent the main contribution to the total quantum BER. Nevertheless, for distances shorter than 70 km and frequencies higher than 5 MHz the after pulse detections provide an important contribution to the total quantum BER.
I. INTRODUCTION

Q
UANTUM KEY DISTRIBUTION (QKD) uses the laws of quantum mechanics in order to assure an unconditional secure distribution of secret keys between two parties [1] . The first QKD protocol was developed in 1984 by Bennet and Brassard [2] and, height years later, Bennett et al. [3] have reported the first QKD experiment using a 32-cm free-space transmission line. Since that pioneer work, several new experiments were presented and nowadays it is possible to share quantum information through telecom fibers for distances of the order of tens kilometers [4] , [5] . The implementation of QKD protocols (for instance BB84 [2] , or B92 [6] ) can be performed encoding quantum bits into the polarization of individual photons [1] , [7] . In order to make polarization encoding feasible, both time division multiplexing (TDM) and wavelength division multiplexing (WDM) based polarization control schemes have been proposed in the literature [7] - [12] .
The photon state of polarization (SOP) evolution is highly dependent on the environmental conditions and on the physical characteristics of the optical channel (in particular polarization mode dispersion (PMD) [13] ). In general, the SOP evolution has a random behavior in time and frequency domains [14] , [15] . However, if the effects of polarization dependent losses are negligible, the relation between the SOP at the input and output of the fiber is unitary [16] . This means that the SOP changes can be reversed by compensating two non-orthogonal SOPs [10] , [16] , [17] . An active full polarization control scheme using two classical signals at different wavelengths is reported in [9] and [12] . The SOP control can also be performed using the same wavelength for both reference and data signals. This has been done alternating between a control and data mode [7] , [8] , [10] , or by time interleaving control pulses with polarization encoded photons [11] . In the last case, the TDM based SOP control scheme assures a continuous transmission of quantum data information with real-time polarization control. A maximum transmission distance of 50 km was reported [11] .
In this paper, we present a model for quantum BER (QBER) estimation in polarization encoded QKD systems with TDM and WDM based polarization control schemes. In both cases, we analyze the different contributions to the total QBER, and compare the results of our model with the experimental data presented in the literature. For the WDM scheme implementation, the decorrelation between the reference and data signal reveals to be a fundamental impairment. In the TDM scheme, we analyze the time autocorrelation function (ACF) of the Stokes vector, the cross-talk between reference and data signals, and the after pulse probability detection. The results presented here can be useful to understand the performance of these SOP control schemes and can lead to the optimization of polarization encoded QKD systems.
This paper is organized in four sections. In Section II, a model for the QBER in systems using a WDM based SOP control scheme is developed. The main impairments of the TDM based SOP control scheme and their contributions to the QBER are presented in Section III. The main conclusions are summarized in Section IV.
II. WDM BASED SOP CONTROL SCHEME
In a WDM based SOP control scheme the three wavelengths, corresponding to two reference signals and the quantum signal, can be combined into the fiber using an optical multiplexer (MUX) and after propagation they can be separated using an optical de-multiplexer (DMUX). However, this scheme presents some problems in terms of polarization decorrelation 0733-8724/$26.00 © 2010 IEEE between the different wavelengths. In this section we present a theory able to describe the WDM control scheme performance.
A. Wavelength Polarization Correlation
Generally, when two signals with different wavelengths are launched into an optical fiber their SOPs evolve differently [14] . The degree of correlation between the SOPs evolution of two signals depends on their wavelength separation. One way to assure a strong SOP correlation is to use a narrow wavelength separation between them [18] . However, the use of very narrow wavelength separations presents problems in terms of channels isolation, requiring also a good performance in terms of the laser line stability. If we aim to build an experimental SOP control setup using standard telecom components, the choice of the signal wavelengths should account for the standard wavelength separation values. In the following we assume a wavelength separation equal to 0.8 nm [19] .
The SOP of a light beam can be represented in the 3-D Stokes space through a Stokes vector. The degree of correlation along propagation between two Stokes vectors at different frequencies, and , can be characterized by the respective ACF. The frequency ACF is defined as the average dot product between two Stokes vectors considering the SOPs of two signals at a given position inside the fiber [14] (1) where is the frequency separation, and are the SOPs at and , respectively, and is the mean square of the differential group delay, in which is the PMD coefficient. If two signals are launched into an optical fiber their ACF assumes the maximum value at the fiber input, and as the signals propagate their ACF tends to zero. This function also tells how large the frequency separation must be in order to make the SOPs uncorrelated after propagation over a distance . The ACF can be used to calculate the correlation bandwidth by using the integral [14] . Using (1) into the previous integral, we obtain a correlation bandwidth , where . Assuming, for instance, a fiber length equal to 40 km and ps/km , we obtain ps and a correlation bandwidth nm. For wavelengths separations larger than 6 nm the ACF presents values lower than 5%, confirming the small degree of correlation. Indeed, for distances longer than 50 km, a degree of correlation higher than 95% only occurs for wavelengths separations smaller than 0.7 nm.
B. QBER Model
A general WDM based SOP control scheme for QKD is presented in Fig. 1 . We assume that the active control scheme is able to perform an ideal SOP control of the reference signals. Therefore, the polarization control device (PCD) placed at the receiver will be able to completely reverse the SOP rotation suffered by the two reference signals at wavelengths and (see Fig. 1 , where only one reference signal is represented for convenience). In order to explain the model, we consider that the reference signal at has a vertical linear polarization. If all signals are ideally correlated, then the quantum signal SOP evolution is also completely compensated. Nevertheless, the reference and quantum signals are launched at different wavelengths and therefore their SOPs present a degree of correlation lower than 100%. Therefore, the full control of the reference signal SOP cannot assure an absolute control of the quantum signal SOP.
The ACF of the SOP, given by (1), can be used to estimate the angle between the two vectors and therefore the QBER contribution due to the decrease of the polarization correlation. Using the definition of the inner product, and since the Stokes vectors are unit vectors, the ACF can be written as (2) where represents the angle between the two SOP vectors in the 3-D Stokes space [20] . As we are assuming that reference signal SOP, , is completely compensated, then it is well defined whereas (2) defines an ensemble of the most probable quantum signal SOPs, . The Stokes vectors verifying (2) define on the Poincaré sphere a circumference centered on the axis defined by the Stokes vector of the reference signal (which in this case is given by , where means transpose). The most probable Stokes vectors of the quantum signal have the same value of the first Stokes parameter ; this means that in the 2-D space theirs polarization ellipsis have the same projection on the horizontal and vertical axis. Photons with a general polarization can be described by [21] ( 3) where and represent the states of the photons that exit through the horizontal and vertical ports, respectively, is related with polarization ellipsis projection, and and are the phases of the horizontal and vertical components, respectively. Such photons have the probability (4) to follow through the horizontal polarization beam splitter (PBS) port, and the probability (5) to follow through the vertical PBS port. Note that these probabilities are only dependent on , which means that all quantum signal SOPs verifying (2) have indeed the same probability to follow to the wrong port of the polarizer. In order to use the information given by the ACF into the calculation of and we should find a relationship between and the term appearing in (4) and (5) . Knowing that angles in the 2-D Jones and in the 3-D Stokes spaces are related by a factor of two, i.e.,
, we have (6) Using (1) and (2) into (6), we obtain
For strongly correlated SOPs we have , whereas when the SOPs are completely uncorrelated . Therefore, the probability of a photon to follow through the wrong PBS port can be written as
The QBER is defined as the ratio between the wrong detections and total detections. In terms of rates, we have [1] ( 9) where represents the rate of error and is the rate of the shifted key. Due to the incompatible choice of bases , where is the rate corresponding to the raw key. The raw key rate can be written as [1] (10) where is the pulse rate, is the mean number of photons per pulse, is the detector efficiency, and is the transmission efficiency ( and are the fiber losses and length, respectively). The total error rate can be written as (11) where represents the error rate contribution due to the frequency decorrelation between reference and data SOPs, and represents the contribution due to dark counts. The contribution due to the decorrelation is given by (12) where is the probability of a photon to be detected in the wrong detector, given by (8) . The contribution is given by [1] 
where is the number of detectors, is the dark count probability, and the 1/4 factor is related with the choice of incompatible bases, which contributes with one half, and with the chance of occurring in the correct detector, which contributes with another one half. Using the last four equations into (9), we obtain (14) (14), as a function of the distance, , and of the PMD coefficient, , assuming a wavelength separation equal to 0.8 nm. Our model shows that errors are strongly dependent on . For high values ( ps/km ), the QBER grows quickly, reaching values higher than 30% for relatively short distances ( 60 km). Between 60 km and 150 km, the QBER is almost constant, nevertheless, for distances longer than 150 km it starts to increase. In this regime, the transmission efficiency is strongly reduced by fiber losses, making the dominant. For PMD coefficients smaller than 0.1 ps/km , the QBER presents low values for short distances, however for long distances the transmission efficiency decreases and the contribution induces also an exponential increment on the total QBER. When the contribution is small, the PMD coefficient plays an important role if we aim to increase the length of the quantum channel. Assuming for instance a fiber length equal to 8.4 km and a ps/km (values corresponding to the experimental conditions reported in [9] ), the QBER given by (14) takes the value 2.1%, whereas assuming a fiber length equal to 16 km and a ps/km (values corresponding to the experimental conditions reported in [12] ) the QBER takes the value 0.6%. Note that the use of a fiber with the ps/km for a distance equal to 16 km will double (from 2.1% to 4%) the QBER value obtained for 8.4 km. This is in agreement with the experimental results reported in [9] and [12] . Indeed, ours results show that the loss of correlation between reference and data signals due to the increment of distance cannot be compensated with an improved WDM based SOP control system. From de above discussion, we can conclude that the use of fibers with low PMD values is mandatory if we aim to design a system with a low QBER, based on a WDM SOP control scheme.
III. TDM BASED SOP CONTROL SCHEME
In this section, we present a model for the estimation of the QBER, taking in account the main impairments of TDM based SOP control scheme. A general control scheme for QKD based on TDM is illustrated in Fig. 3 . Reference and data signals are time multiplexed and separated by . A correct synchronization of detector gates assures that data and reference pulses are detected at and , respectively. The feedback system uses the count records of to actuate on the PCD in order to align the input photons with vertical polarization with the vertical port of the PBS.
A. Time Polarization Correlation
Generally, when two pulses with the same wavelength are launched into an optical fiber at different time instants their SOPs evolve differently [14] . The correlation between the two SOPs depends on its time separation. The time ACF is defined as the average dot product between two Stokes vectors, representing the polarization of the same wave, at a position inside the fiber, separated by a time interval [14] (15) where , and is the typical drift time for the SOP vector. It depends on the PMD coefficient as , where represents the drift time of the index difference between the fast and slow fiber axes [14] . The ACF assumes the maximum value at the fiber input, and as the signal propagates the ACF tends to zero. This function tells how large a time separation between two pulses must be in order to make their SOPs uncorrelated after propagation over a distance . Therefore, for a particular value of , the changes on the absolute SOP will be faster for longer fibers and higher PMD coefficients. Since the data pulses arrive first at the PBS (see Fig. 3 ), the time delay at this point between the last reference pulse and the next data pulse will be , where . Therefore, after passing through the PCD reference photons will follow the correct port of the PBS. On the other hand, data photons will present a nonzero probability to follow through the wrong port dependent on the time ACF. The reference and data Stokes vectors will present an angle between them, verifying . Using this expression in conjugation with (6) into (4) we obtain the probability of a photon follow through the wrong port due to time decorrelation (16) Fig. 4 shows the error contribution given by (16) as a function of the distance, for different values of . For higher PMD coefficients we have a stronger penalty in terms of QBER. The results also show that, within the plotted distance range, systems with low PMD present a QBER that grows linearly with the distance. 
B. Feedback SOP Control Model
In contrast with the WDM control scheme, where a large number of photons can be used in the feedback system, the TDM control scheme uses a low number of photons, making its performance pulse rate dependent [11] . We account for this aspect by modeling the angle between the obtained and the target SOPs in the Stokes space as (17) where is the angle without the feedback SOP control, and is the characteristic time decay of the obtained SOP to .
For high values of pulse rates the SOP at the PCD output will be close to the target value, i.e., , whereas for low rates the SOP will present a random value in the Poincaré sphere, i.e., [22] . Using (17) into (4) we obtain the following expression for the errors due to the imperfect operation of the feedback SOP control (18) The error probability given by (18) , and illustrated in Fig. 5 , shows that, independently of the value, the QBER contribution due to the feedback SOP control can be minimized if a high pulse rate is used.
C. Cross-Talk Between Reference and Data Signals
In this scheme, reference and quantum signals are time multiplexed, and both signals are present in the data and reference arms (see Fig. 3 ). Therefore, in order to select the correct pulse, detectors and have the respective gates delayed by , i.e., the time separation between quantum and reference pulses. The probability of photons traveling in the reference pulse being detected at due to the cross-talk, , will be dependent on the reference pulse shape, data gate width, and temporal separation, , between the reference and data signals. We can write (19) where is the mean number of reference photons per pulse leakage to the data detector gate, with being the mean number of reference photons per pulse, and the parameter the fraction of photons that are leakage to the wrong detector. Considering a data gate width equal to , and that the center of the data gate and the center of the reference pulse are separated by , the coefficient is given by (20) where represents the probability of a photon be detected in the interval , and is related with the pulse shape. Note that should be a normalized function, i.e., if and then . Assuming a Gaussian pulse shape , then is given by (21) where is the half-width at -intensity of , which is related with the pulse full width at half maximum (FWHM) by . In order to account for the pulse broadening due to chromatic dispersion, we should replace in (21) by (22) where is the dispersion length [13] . Assuming, for instance, that data pulse is removed, then the total number of counts on the quantum data detector due to reference pulse leakage is given by (23) where is the click probability, and is given by (19) . Fig. 6 represents the photon-counts in the data detector as a function of . We have used ns, ns, dB/km, km, MHz, %, and the number of dark counts . In Fig. 6 it is shown Fig. 6 . Photon-counts in the data detector due to the reference pulse leakage, considering Gaussian (dashed line) and Sech (solid line) pulses with full width at half maximum equal to 1 ns.
that for time delays smaller than 3 ns the photon-counts on the data detector coming from the reference pulse start to increase, which is in good agreement with the experimental results reported in [11] . In that work, the data and the two reference pulses were separated by large delays, 50 ns and 90 ns, assuring that no reference pulses reached the data detector [11] .
D. After Pulse Probability
High power reference pulses can induce after pulse detections. The after pulse probability results from the trapping of charge carriers during an avalanche or due to photons impinging outside the gate [23] . We will assume that this probability depends on the arrival time before the gate as (24) where is a characteristic constant of the detector, and is the difference between the time arrival of the reference pulse and the next data gate opening . Using the experimental data presented in [23] we have found the following value for the characteristic constant of the detector s.
E. Total QBER due TDM Based SOP Control
According to the analysis presented above, the total error rate can be written as (25) where represents the contribution due to the time decorrelation between reference and data SOPs, given by , in which is given by (16) . represents the contribution due to the feedback SOP control system, and can be written as , where is given by (18) . The contribution due to the leakage of photons from the reference pulse to the data one, is given by . The 1/4 factor in the above equation is related with the transmitter and the receptor choice of incompatible bases [1] , which contributes with one half, and with the probability of the leak photon to coincide with a correct data qubit, which contributes with another half. The contribution due to the after pulse probability related with the photons impinging outside the gate, is given by , where is given by (24).
represents the contribution due to dark counts, given by (13) .
Using the previous results into (9), we obtain the following expression for the total QBER (26) Some contributions to the QBER in (26) depend on the propagation distance. In the case of , it occurs because the detector dark-counts are constant whereas decreases with . The contribution due to the pulse leakage, , is dependent on the propagation distance, since for narrow pulses chromatic dispersion can induce pulse broadening. With that, and since reference signal is also present in the data arm, the probability of photons be detected into the data detector, , increases. Since the typical drift time is dependent on the PMD, the will increase with the distance. Concerning the frequency, we observe that only and are frequency independent. Both and contributions decrease with the frequency; in the first case, because as more photons are received at the SOP controller system, smaller will be the deviations from the target SOP at the PCD output; in the second case, because as higher the frequency is, smaller will be the separation between the reference and data pulses, which means a stronger correlation between their SOPs. On the other hand, the contribution increases with frequency since decreases with the increment of . Fig. 7 shows a map of the total QBER, given by (26), as a function of pulse rate, , and propagation distance, . The following parameters values were used in order to plot the map: ps /km, dB/km, ns, ns, ps/km ns, % s, s, rad, and s . Our model shows that for distances smaller than 70 km the QBER increases with the frequency. In this regime, the QBER system is dominated by the after pulse contribution . This process limits the maximum frequency rate for small distances, where fiber losses are not the main impairment. The fiber losses become dominant for distances longer than 100 km. In such case, the QBER increases exponentially and reaches values higher than 7% for distances longer than 140 km. For low frequencies ( kHz) the QBER can present high values if the SOP control system is characterized by a high value of the parameter (see Fig. 5 ).
The QKD experiment over 50 km of fiber with a TDM control scheme presented in [11] reports a QBER of 5.3%. The authors Fig. 7 . QBER estimation map for TDM based SOP control scheme as a function of the distance z and pulse rate f . The parameters used to plot the map are given in Section III-E.
identify two main contributions to the total QBER: a contribution of 3.3% resulting from the dark noise detections, and 2% from the SOP control imperfections. They claim that the effectiveness of the SOP control can be improved if higher pulse rates are used, which is in agreement with the results presented here. Nevertheless, we show that for high pulse rates the after pulse detections can become an important impairment, and therefore a good balance between and contributions is needed.
The influence of the SOP compensation system on the quantum channel should be avoided or, at least, minimized. This is an important aspect to evaluate the global performance of a SOP control system [1] . When co-propagating into the fiber, reference and data signals should be uncorrelated, otherwise any eavesdropping of the reference pulses will affect the security of the communication.
IV. CONCLUSION
We have derived novel analytical expressions to estimate the QBER in QKD systems based on polarization encoding with SOP control schemes. Such expressions, given by (14) and (26), are in agreement with experimental results reported in the literature. We have shown that the decorrelation between the reference and data signals is the fundamental impairment in the implementation of WDM based SOP control schemes. This makes mandatory the use of low PMD fibers in order to achieve large distances with a low QBER. In the TDM control scheme, we have identified some limitative technical aspects, likewise the single photon detector or the feedback SOP control system performance. However, our results show that for long distances fiber losses are the major impairment, presenting a main contribution to the total QBER. For distances shorter than 70 km and frequencies higher than 5 MHz the after pulse probability reveals an important contribution to the QBER.
